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ABSTRACT: The paper presents mathematical methods for selection of information security
systems and algorithms for evaluating and fore-casting information and economic security, taking
into account their well-balanced combination. Ensuring information security is the most important
area of increasing economic security and one of the main problems of the digital economy. This task
is interdisciplinary and multifaceted since it includes issues of effective integration of economic and
information security.
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INTRODUCTION.
Currently, cybersecurity is one of the key problems of ensuring national security. In the conditions of
information and cyber wars, the assessment and selection of effective protection measures are not
inferior in importance and cost to conventional and nuclear means of national defense [Schwab, 2016;
Dobkina, 2018; Machado et al, 2019; Mendes & Silva, 2018].
Extensive research and development are conducted in this direction, especially on the use of artificial
intelligence technologies [Biryukov, 2017; Skabcov, 2018; Abdul Rahman et al, 2018; Zare, 2015].
However, there is no established methodology for substantiation and choosing the technologies and
means of ensuring economic security in the digital information space. This was due to the fact that
there were not even recognized, normalized criteria for information security (cybersecurity) [Beyer,
et al. 2016; Kurmanali et al, 2018; Bakhshandeh et al, 2015; Vojtik and Prozherin, 2012].
In [Voronin, et al. 2018], we proposed such a criterion and methods for its calculation. Using this
criterion, one can assess the level of information security, compare the effectiveness of various
security systems, but the question of choosing a cost-effective security system remains open. The
solution to this problem is proposed in the present work.
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DEVELOPMENT.
Results and discussion.
Definition of security as “a state of an object in which it is either not exposed to a negative impact,
or successfully withstands such an impact, while continuing to function normally” is the most
attractive and complete, because it reflects the properties of the environment and the system itself,
which functions in this environment.
In the mathematical interpretation of such statement, the effect of the environment can be described
by listing of cyberattacks with the corresponding probabilities, i.e. conditional probability of various
types of attacks on the digital system.
𝑉𝑠 = {𝑣𝑖 , 𝑝(𝑣𝑖 ), 𝑖 = 1. . 𝑛},

(1)

where 𝑣𝑖 is a type i of attack, 𝑝(𝑣𝑖 ) is the probability of its observation, ∑𝑖 𝑝(𝑣𝑖 ) = 1.
The property of the system to withstand cyberattacks can be characterized by the probability of
preserving a given behavior under i external influences, i.e. to get an appropriate set for a variety of
external influences
𝑄 = {𝑞(𝑣𝑖 ), 𝑖 = 1. . 𝑛}.

(2)

According to the definition of security for the i external influence, using the formula of the total
probability, we obtain:
𝑃𝑠 (𝑣𝑖 ) = (1 − 𝑝(𝑣𝑖 )) + 𝑝(𝑣𝑖 )𝑞(𝑣𝑖 ),

(3)

where 𝑃𝑠 (𝑣𝑖 ) is a probability of the system being in working condition with possible external
influence 𝑣𝑖 , (1 − 𝑝(𝑣𝑖 )) is a probability of absence of external influence 𝑣𝑖 , 𝑝(𝑣𝑖 )𝑞(𝑣𝑖 )

is a

probability that an external influence occurs, but it is successfully overcome by the system or by
specialized means of its protection (antiviruses, firewalls, etc.).
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If the system is attacked in several ways and any of them can lead to a loss of operability, then for
the entire multitude of external influences, when any type of attack leads to a violation of the
operability of the protected system, its full security can be calculated as:
𝑃𝑆 = ∏𝑛𝑖 𝑃𝑠 (𝑣𝑖 ) = ∏𝑛𝑖[(1 − 𝑝(𝑣𝑖 )) + 𝑝(𝑣𝑖 )𝑞(𝑣𝑖 )].

(4)

It is also possible that the loss of operability can be caused by a combination of external attacks, 2 or
more. Consider the case of a combination of two external events.
Note that 1 − 𝑃1 (𝑣1 ) is a probability of a security breach by the first attack, 1 − 𝑃2 (𝑣2 ) is a
probability of a security breach by the second attack, then (1 − 𝑃1 (𝑣1 )(1 − 𝑃2 (𝑣2 )) is a probability
of the first and the second attacks impact to the security breach. Consequently, security caused only
by the impact of two types of attacks is equal to
𝑃𝑆 (𝑣1 , 𝑣2 ) = 1 − (1 − 𝑃1 (𝑣1))(1 − 𝑃2 (𝑣2 )).

(5)

After substitutions we obtain:
𝑃𝑆 (𝑣1 , 𝑣2 ) = 1 − 𝑝(𝑣1 )𝑝(𝑣2 )(1 − 𝑞(𝑣1 ))(1 − 𝑞(𝑣2 )).

(6)

In case when the violation of system security occurs after m combinations of attacks, (6) can be
represented as:
𝑃𝑆 (𝑣1 . . 𝑣𝑚 ) = 1 − ∏𝑚
𝑖=1 𝑝(𝑣𝑖 ).

(7)

If an information system can be exposed to n external attacks and a combination of m attacks is
required to defeat the system, the formula for evaluating its security is
𝑛
𝑃𝑆 (𝑣1 . . 𝑣т ) = (1 − ∏𝑚
𝑖=1 𝑝(𝑣𝑖 )(1 − 𝑞 (𝑣𝑖 ))(∏𝑗=𝑛−𝑚[ 1 − 𝑝(𝑣𝑗 )(1 − 𝑞(𝑣𝑗 )]

(8)

If the protected system has k defense levels, i.e. when the aggressor has to overcome several
protection levels, such as: external firewall of the local network, internal firewall of the operating
system, anti-virus protection, etc., then its security is:
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𝑃𝑠 = 1 − ∏𝑘(1 − 𝑃𝑠,𝑘 ),

(9)

where 𝑃𝑠,𝑘 is the security provided by the k defense level is calculated by the formula (8).
The economic efficiency of the information security system can be estimated by the formula of the
total reduced costs:
𝐹𝑝 = 𝑅𝑠 + 𝑍𝑒 + 𝑈𝑜 ,

(10)

where Fp are the total reduced costs, Rs is a security system cost, Z e are security system operating
costs, U o are losses from information security breach.
Losses from information security breaches are calculated as:
𝑈𝑜 = ∑𝑖 𝑢𝑖 (1 − 𝑃𝑖 ),

(11)

where 𝑢𝑖 are losses from the i type of information security breach, 𝑃𝑖 is the safety for the i type of
information security breach.
If the security system is multi-component and each component provides protection from its i type
attack, then Rs is:
𝑅𝑠 = ∑𝑖 𝑟𝑖 , 𝑍𝑒 = ∑𝑖 𝑧𝑖

(12)

where 𝑟𝑖 , 𝑧𝑖 are the cost and expenses on operation of i type of the protection system components.
It is known that the effectiveness of an information security system depends on its cost, i.e. 𝑃𝑖 (𝑟𝑖 ).
Substituting these ratios into the general formula for the total reduced costs, we obtain the expression
for the accepted indicator of the economic efficiency of the information security system:
𝐹𝑝 (𝑧𝑖 ) = ∑𝑖 𝑟𝑖 + ∑𝑖 𝑧𝑖 + ∑𝑖 𝑢𝑖 (1 − 𝑃𝑖 (𝑟𝑖 ).

(13)

It is not difficult to notice that this functional has the only extremum or minimum point because the
increase of the cost of the system reduces the magnitude of the expected economic losses from the
security breach of a business entity.
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This indicator builds an algorithm for choosing the optimal, in the economic sense, structure of the
information security system, based on minimization of the total reduced costs by the cost of its
components:
𝑂𝑝𝑡𝑅𝑜 = {𝑟𝑖 , 𝑖 = 1. . 𝑛} = 𝑎𝑟𝑔𝑚𝑖𝑛𝑟𝑖 [∑𝑖 𝑟𝑖 + ∑𝑖 𝑧𝑖 + ∑𝑖 𝑢𝑖 (1 − 𝑃𝑖 (𝑟𝑖 )]. (14)
where {𝑟𝑖 , 𝑖 = 1. . 𝑛} is a set of system components.
An analytical solution to this problem does not exist, since there are no explicit analytical
dependencies 𝑃𝑖 (𝑟𝑖 ). They can be found experimentally using simulation or probabilistic modeling
[10].
This formula is valid when each type of attack of all possible attacks leads to economic losses, but
when losses result from combining several m of n attacks, the losses from them will be calculated by
𝑈𝑚 = ∑𝑛−𝑚
(1 − 𝑃𝑆𝑖 ) ∙ 𝑢𝑖 ,
𝑖

(15)

where (1 − 𝑃𝑆𝑖 ) is an i version of the successful combination of m attacks.
If the information protection is layered and consists of k levels, then the losses from the security
breach are:
𝑈𝑜 = ∏𝑘(1 − 𝑃𝑘 ) ∙ 𝑢𝑜 ,

(16)

where (1 − 𝑃𝑘 ) is the probability of overcoming k level of defense, 𝑢𝑜 is an economic damage from
information security breaches?
Accordingly, formulas (15) and (16) should be substituted into the formula of the indicator of
economic efficiency of the information security system.
A particular problem is the calculation of economic losses from a security breach. For different
entities of economic activity, it will be calculated using a method appropriate to their purpose. The
simulation studies using the Monte Carlo method are widely applied in the economy.
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The determination of the probabilities of harmful attacks is based on statistical analysis of malicious
events and mathematical modeling in the form of Markov and Bayesian networks [Avi Pfeffer, 2016].
Refinement of these mathematical models is carried out by machine learning methods, both at the
design stage and during the operation of information security systems [Flach, 2012].
CONCLUSIONS.
The following conclusions are provided:
1. The presented approach and mathematical methods make it possible to combine the problems of
ensuring the economic and information security of eco-nomic entities in a single task.
2. On the basis of the developed mathematical methodology, it is possible to develop an empirical
algorithm for choosing the structure and functionality of in-formation security systems.
3. A natural and logical continuation of this work is the research and development of mathematical
models of Markov and Bayesian networks with appropriate machine learning algorithms.
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